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Abstract. Consensus problems arise in any area of computing where distributed
processes must come to a joint decision. Although solutions to conspraius
lems have similar aims, they vary according to the processor faults awdnke
properties that must be taken into account, and modifying these assoawilb
lead to different algorithms. Reasoning about consensus protocalbtle,sand
correctness proofs are often informal. This paper gives a fully &aevelop-
ment and proof of a known consensus algorithm using the stepwisemefin
method Event-B. This allows us to manage the complexity of the proof psoce
by factoring the proof of correctness into a number of refinemensstm to
carry out the proof task concurrently with the development. During theldp-
ment the processor faults and network properties on which the develdsteps
rely are identified. The research outlined here is motivated by the aiger¢hat
making different choices at these points may lead to alternative algorgihihs
proofs, leading to a refinement tree of algorithms with partially shareafgro
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1 Introduction

A consensus problem is one in which a number of distributedgsses must come to
a common decision despite different initial proposals friy& processors. They arise
in many areas of computing, such as the decision to commitrtansaction on a dis-
tributed database or agreeing a common value from a numbedependent sensors.
A consensus algorithm is an algorithm which solves the amsiseproblem for particu-
lar processor and network fault assumptions, timing maaledsreliability/performance
trade-offs. The wide variety of these assumptions has l&tktdesign of a wide variety
of bespoke consensus algorithms.

Developing consensus algorithms and proving them to beacbis a challenging
task and in many cases informal proofs of correctness angdam@. The research in
this paper is motivated by the eventual goal of defining anaxray of consensus algo-
rithms, in which algorithms are more or less closely relaecbrding to the similarity
or disparity of their underlying assumptions. Such a taxepcould then form a basis
for a set of stepwise-refined formal developments of consealgorithms which would
share more or less steps according to the similarity of faeit assumptions.

The purpose of this work is to give a refinement-based apprtathe formal de-
velopment and proof of a well-known consensus algorithmrasans of evaluating the



plausibility of a formal taxonomy of consensus protocolsriBg the development the
processor faults and network properties on which the deweémt steps rely are iden-
tified. Development using stepwise refinement has a numbbewéfits. Proof com-
plexity is managed by splitting the proof over a number ofrrefiient steps, so proof
invariants may be given and proved at the earliest possiatgesbefore the introduc-
tion of distracting detail. A stepwise development nalyrpbstpones some decisions
(such as particular fault and network models) and relatgdrithms may therefore be
developed by making different choices at these pointsetbes reusing early parts of
a development.

In this paper a formal development of the Floodset conseakygithm [13] is
given, using the modelling language Event-B [1]. Floodsettiosen because it is a
relatively straightforward consensus algorithm with sggdault assumptions, and the
Event-B formalism is chosen because it supports stepwiseraent by structuring de-
velopments into a chain of machines linked by refinementicglg, thereby managing
the complexity of proof. It is also well supported by proobis

Sect. 2 gives the consensus correctness criteria, as veetlescription of the Flood-
set algorithm and assumptions. The modelling technologyl iss outlined in Sect. 3.
The body of the work is in Sect. 4, which describes the devatig of the Floodset
algorithm by stepwise refinement. Sect. 5 draws some capolsignd considers the
plausibility of this work as a basis for a taxonomy of consenalgorithms.

Related Work Event-B is used in [5] to model the distributed referencentiog al-
gorithm, which shares and removes resources in a distdhwég while ensuring that
shared resources currently being used elsewhere are notedmrhe given algorithm
does not allow for potential faults. In [3] the authors uselivB to give a stepwise
refinement model of the IEEE 1394 Tree Identify Protocol.sTikia specialised con-
sensus problem in which participants must elect a leadeingiesabstract event is re-
fined into an existing protocol and message-passing betpaeicipants is introduced
in a later refinement. Potential faults within the systemraveconsidered. In [8] an
algorithm for topology discovery is presented in which indual nodes in a network
must remain up-to-date about the changing topology of tiwaré.

In [14] security protocols are developed using Isabelld/HStepwise refinement
is exploited to break the development into logical staged,ta allow the possibility of
making different choices at various stages in a developnierfi®] Event-B is used to
model a consensus protocol under similar assumptions sethade here — messages
may be dropped but not forged. The initial machine is rougllyivalent to our machine
X4. The authors do not address the algorithmic descriptionratopols. Event-B is
used to consider consensus analysis in [15]. The focus there multi-agent systems
and the specification of separate machines which are latepased.

The Heard-Of model [7] is a common representation of a nurabstandard sys-
tems and failure assumptions, and has been used to verifglermrotocols [6].



2 The Floodset Algorithm

A consensus algorithm is one which meets a number of coesstoroperties and there
are a number of ways in the literature of formulating thesehis work, the following
definitions, taken from [13], are chosen.

Agreement: No two correct processes decide on different values,
Validity: Any decision value for a process is an initial value for somapss, and
Termination: All correct processes eventually reach a decision.

The Floodsetalgorithm [13] is a solution to the consensus problem. lua®Es a
synchronous network model (processor computation takegih synchronous rounds)
andfailstopprocessors (processors may only fail by stopping, and dop@ed cannot
restart during that execution of the algorithm.) Processualy not behave maliciously.
Floodset also assumes a reliable network, although messagg not be received if
the receiver has failed. The number of rounds executed iseaer of Floodset, and
up tot processor failures may be tolerated, provided rounds are executed, and the
original number of processors is greater than

The Floodset algorithm proceeds as follows. Each prddesgins with an initial
value. In the first round, every process sends its identity \aue to all other pro-
cesses. Processes retain all recei@dcess, value) pairs. In each subsequent round,
all processes send all the pairs they currently khdvaulty processors may fail at any
time.

Fig. 1 depicts the first two rounds of an example executiorl@ddiset on processors
p1, p2 andps. Fig. 1(a) gives the initial state of the three processesiriguhe first
round, processay, fails after procesg, has sent its name and value to progegdut
before sending them to process It receives nothing from either of the other processes.
Processep; andps communicate fully with each other. The state after the fivshd
is given in Fig. 1(b). During the second round, procegseandps again communicate
fully, leading to the state shown in Fig. 1(c).

After t+1 rounds have been carried out, each process arrives at ikvdilue by
running a deterministic decision function on its final (IDeate, which selects one of
the values known to that process. To demonstrate that eadttprocess arrives at the
same value, it is sufficient to ensure that the initial inpaeh correct process provides
to the deterministic decision function are identical.

To see that Floodset is correct, recall thatl rounds are executed, up tdailures
are tolerated, and that failures are failstop (failed psses do not resume execution.)
There must therefore be a round in which no failures occuerfthis round (which
we refer to later as thsaturationround) all working processes (a superset of correct
processes) must have the information, and this informatéomot be added to at later
rounds in the protocol. Each correct process thereforeti@sdame input at decision

L A process is assumed to run on a single processor, and we therefutate process and
processor, referring to both in the subsequent text as

2 A version of Floodset can be implemented which sends only values raitslprocess names.
Process names are included to make this model more reusable in thedetiglopment of
more complex consensus algorithms.
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Fig. 1. Example initial rounds of Floodset with three processors.

time, and the same value will be reached. Formalising tigisraent to derive a precise
specification of the state information after each round fothe second part of the
formal development in Sect. 4.2 —4.5.

3 Event-B

A Event-B [1] model is composed of a sequencenwchines each of which (apart
from the first) is linked to its predecessor byedinementelation. A machine contains
variablesmodelling state daténvariantswhich restrict the possible values of variables,
andeventswhich change the values of variables. An event consisguafds which
must be true in order for the event to occur, aetlons in which the values of variables
are changed. Events may be parameterised, and in generarartakes the form

eventname
any p where
G(p,v)
then
S(p,v)
end

wherep are the event parametersare the state variables of the machiigjs
a list of guards and is the list of actions, made up of one or more assignments to
variables. Each machine may have associagtier setsand constants which are
held in acontextvisible to the machine. A context may bgtendedy another context,
visible to subsequent machines in the sequence of refinement

Proof obligationsallow us to establish the internal consistency of individua-
chines, and the validity of the refinement relation betweaehimesInvariant preser-
vationis the proof obligation that requires each invariant to carg to hold whenever
any event occurs.

For any step in the refinement chain, the relationship betwee variables in the
abstract model and the variables in the concrete model éddy agluing invariant



To show that an event in the concrete model refines an eveheialistract model, it
must be shown that the guards of the concrete event implydhedg of the abstract
event, and that the variable states reached after the ecweriof the concrete and the
abstract event are linked by the gluing invariant.

Proof obligations are generated and in some cases provedaititally by the
Rodin Tools [2]. Those that are not proved automatically meydischarged with the
help of the interactive theorem prover.

4 Development

The approach taken to the development has three stafjes first stage is the specifi-
cation of the result of a successful run of any consensusitiigoby giving an abstract
description of the chosen consensus properties abovesidys is independent of the
algorithm chosen and corresponds to the initial machinkérdevelopmentX0).

The proof of the agreement property relies on the fact thealdbal views of correct
processes are identical at the end of any execution. To shiswvte show that the
views of all working processes become equal before the ead ekecution, and do not
change for the remainder of that execution.

The second stage derives a precise specification of the loeinaf each round of
Floodset by formalising the informal proof of correctneagg in Sect. 2. The first ma-
chine in this stageX 1) introduces the round structure of the algorithm, and ifiest
threephasesn the execution. Theaturationround is a separate phase, and is the first
round in which no processes fail. All preceding rounds anm pfathe pre-saturation
phase, and all subsequent rounds are part optst-saturatiorphase. The specifica-
tion of the three phases therefore varies according to phase

Within an execution, a process cannot know which phase n,is$ phase is a
global notion and not a local one. The final specification eftbund behaviour must
not therefore vary according to phase. However, identiftime phase facilitates our
development and proof, so phase distinctions are intratlinc& 1 and used inX2 and
X 3. The stronger guards in the saturation round specificatiotili play an important
role in proving the key invariant at the end of Sect. 4.2. finementX 2 the setive is
identified, which is the faulty processes still working ahgrithe saturation round. Re-
finementX 3 makes further use of the fault assumptions to define a fumtt@ween
round numbers and the processes which fail in that rounds Bitings the phase de-
scriptions to the point where they are equal but for the pivesemation. Refinement
X4 then merges the three events together, producing a comneaifisgtion for the
behaviour of each round of Floodset. The final stage is thé fefenement &5) in
which the sending and receiving behaviour of individualgesses is introduced and
an abstract network description is given. It is shown by esfiant that this description
meets the specification deducedXn.

The first two consensus properties (agreement and validit/established it 0
and demonstrated to hold throughout the development usfirggment. The third prop-

3 The model is available at http://deploy-eprints.ecs.soton.ac.uk/. AnkesdiReport version of
this paper is available [4].



erty (termination) is shown by model-checking the comuletevelopment. Termina-
tion was therefore shown using ProB, a model-checker fonEBg12].

4.1 The initial machine

The purpose of the initial machine is to define the successlitons for Floodset.
We begin with some terminology. The distributed system wared contains a finite
set of processed;. Each procesg in P has an initial value given by NIT (p) and
drawn from a set/, which is proposed to its peers as a possible final value. €he s
CORR C P is the set of processes which behave correctly througheugxbcution

of the algorithm.

After the execution of Floodset each correct progedsas aview — a set containing
all the learnedprocess, value) pairs. The functidh gives the final view of each correct
process. At termination, each correct progessuns the decision function ol (p..).

The initial machine contains a single success efteatiset (see Fig. 2) which will
fire when the correctness properties hold. On firftegdset assigns a value td/ which
is a correct final outcome of the Floodset algorithm — the ertigs defining consensus
hold overM.

The guards on th#ioodset event define the correctness conditions by imposing re-
strictions on the event parameter;, which is then assigned to the final views$. The
first guard gives the type ofi, which is the same as the variallé: it assigns views
to correct processes. The second guard establishes the/tirsbnsensus propertieg.
andg are two arbitrary views frommn. The first conjunct of the consequent of guard
ensures that these are equal, which is a sufficient conddidhe consensus property of
agreement. To ensure validity, the second conjuf@RR < INIT C f) requires that
a process is aware of the initial values of all correct preesand the thirdf(C INIT)
conjunct requires that no incorrect values (i.e. ones ndtNdI'T") are present in any
final view. We assume that the decision function picks oneaties given in the final
view.

floodset
any m where
(1) me CORR— (P+YV)
(2) Vf,g:(g € ran(m) A f € ran(m)) =
f=9gANCORRIINIT C fANfCINIT
then
M :=m
end

Fig. 2. Thefloodset event in the initial machine.



The third consensus property, that of termination, is a eguence of the firing of
floodset, rather than being a precondition to its firing. We establfsh for the final
development using the model checker ProB [12].

4.2 The first refinement: introducing phase specifications

The first refinement begins the second development stagehiahwa specification for
the behaviour of a round of Floodset is derived. A differguecsfication is introduced
for each of the three phases. Recall that in an executioroofiskt, theaturationround
is the first round in which no failures occur. In it all currlgmivorking processes will
learn all known information. Any rounds before the satumratiound are modelled by
the evenpresat. The saturation round is modelled by the eveattiration, and rounds
after the saturation round are modelled by the eyestsat. The saturation round may
be any round in an execution. We cannot tell in advance wiaahd will be the satu-
ration round, only that there will be one.

In this refinement a progress countds introduced. Whem € 1..t+1 it records the
current round number.= ¢+ 2 when the final round is completed, ane-t+3 when
thefloodset event has taken place.

The saturation round is labellgdwherej, wherej € 1..t+1. In thepresat rounds
r < j and in thepostsat roundsr > j. Sincepresat, postsat andsaturation are new events
they are considered to refine thidp event. The final event ifoodset, a refinement of
floodset in the previous machine. Machinégd) and X1 and the refinement relationship
between them are summarised in Fig. 3.

X0 skip skip skip floodset
f 1 f i)
X1 presat saturation postsat floodset
r<j r=3j r>7 r=t+4+2
A
r<t+2

Fig. 3. The refinement relationship between the first two machines.

During execution, each process maintains a working vievhefinformation it has
received. These working views are given by the global véeid) € P — (P - V).
Initially W (p) = {(p, INIT(p))}, since each process begins knowing its own value.

In each round, each processendsiV (p) to all other processes, and at the end of
each roundV is updated.

Thepresat event (Fig. 4) defines the intermediate viBwfor pre-saturation rounds
(guard 1). The parameterew gives all the information received by each process dur-
ing the round. This could include information already knawrthe process. The only
restriction onnew is given in guard 4 — no process is sent false information. Jde
rameterw is the updated state of the views of each process when thisnfiemnation
is received (guard 5). It is assigned to the working viéiy



saturation

presat
any new,w Wwhere angll) 5 wf yvhere
(1) r<j @) wePo(PwV)
2) newe P— (P+V)
(3) weP—(P+V) (3) fe®nV)
(4) Vppe P=mnew(p) CINIT Eg; é%ég‘;j}NlT cy
(5) Vp-w(p) = W(p) Unew(p) 7
then (6) Vg-g€ran(CORR<w)=f=g
W w then
r:=r-4+1 Wi=w
end r:=r-+1
end

Fig. 4. Thepresat andsaturation events in the first refinement.

After thesaturation event (Fig. 4), every correct process will have the same.\Aéw
this level of abstraction, it is not possible to give a pre@pecification of this view, but
some restrictions may be identified. The paramgtira view of an arbitrary process.
Guard 4 requires that it may include only correct informat{onformation from the
initial state) and guard 5 requires that it must include tteppsed values of all correct
processes. The parameterhas the same purpose as in fhiesat event — to identify
the updated value dfV — but in the saturation round more precise restrictions @n b
placed onw. Since no processor fails in this round, all currently wogkprocesses send
and receive all their information successfully. After tihisind all currently working
processors will therefore have the same view. Itis not piessit this level of abstraction
to identify the set of currently working processes pregiselit it must contain the set
of correct processes. Thus the only valuediofallowed aftersaturation are those in
which all correct processes share the same view (given bgatameterf). This view
must be shared by at least all the correct processes (gyard 6.

Since no process can now learn new information, (and ther&focannot change
further) thepostsat event simply increments the round counter until the remaini
rounds have been completed.

The refinedloodset event (not given) simply increments the round counter dfter
final round.

The invariant below moves the correctness criteria fromfitieelset event in the
previous machine and shows that the first two consensus ppiegpbkold for all rounds
following the saturation round (rounds in which> 7).

r>j=@3f(feP+V)A
CORR<INIT C f A
fCINIT A
(Vg-g € ran(CORR < W) = f =g)))



4.3 Identifying live processes:X 2

This refinement introduces no new state, but looks more lglagethe existing state
variableW and strengthens the set of invariants relating to it (FigTB§ first invariant
gives an upper bound on the information known by a processates that all (pro-
cess,value) pairs known by any process must be valid, inghsesthat they are given
by the original functionf NIT'. This excludes the possibility of a process learning false
information at any stage. The second invariant states theay @orocess is aware of its
own initial value.

(1) Vp-pedom(W)=W(p) CINIT
(2) Vpp€dom(W)=p— INIT(p) € W(p)

Fig. 5. Invariants in X2.

The set of processes which fail in an execution is definedeeB 1" = P\CORR.
The number of failing processes must not be more than the euofifaults (failing
processes) that can be tolerated: card(FLT).

presat

refines presat

any new,w Where
r<j

postsat
refines postsat
any new,w Where

) ‘
(2) newe P—(P+YV) E;% :ziJrl
3) weP—(P+V) -
(4) Vp-pe CORR = (2) wePp I (P P V)V
CORR < INIT C new(p) E5% Ce?.ﬂeepz;sw;_() ))CW( )
(5) Vpp € CORR = new(p) CINIT & vp.p P p) = Wip
(6) Vp-p € FLT = new(p) C INIT pp( ) = W(p) U new(p)
(7) ¥p-w(p) = W(p) U new(p) hen T R
th%r[; — w W :=w
1 r:=r+1
end end

Fig. 6. The presat andpostsat events inX 2.

The evenpresat is now refined to the description given in Fig. 6. Since preess
may fail during these rounds and therefore fail to send agivednformation the value
of new is non-deterministic. Guard 4 gives a lower bound: eachecbprocess receives



saturation

refines saturation

any w,live where

(1) r=y

weEP—(P+V)
live C FLT
Vp-p € CORR U live = w(p) = union(W[(CORR U live)])
Vp-p € FLT \ live = w(p) = W(p)

2
3
4
5
6) Vp,q-{p,q} C CORR= w(p) =w(q)

D~~~ —~
RN NN

then

W:=w
r:=r+1
end

Fig. 7. Thesaturation event inX 2.

information from all correct processes. Guards 5 and 6 givepger bound fonew for
correct and faulty processes respectively — in each cagartlcess receives only valid
information. The final guard creates the new valuelfousing the parametes.

The refinechbostsat event (Fig. 6) adds the restriction that no process learyth izug
new after saturation (guard 6).

The saturation event (Fig. 7) gives the value &F after this round more precisely.
The faulty processes which are currently working at the tohéhe saturation round
are identified using the parametére C F'LT (guard 3). After this round, all currently
working processes{ORR Ulive) know all that each currently working process knows
(guard 4.) Processes that have already failed (tho$elift \ live) learn nothing new
(guard 5). We remove the paramefefrom saturation to make it more consistent with
the definitions ofpresat and postsat. The refinement is performed using the witness
f = union(W[CORR U live]). The property that all correct processes have the same
view after saturation is therefore recorded in a differeayw guard 6.

4.4 Homogenising the eventsX 3

The eventgresat, saturation andpostsat are still unimplementable, as they rely on pro-
cesses knowing in advance which round will be the saturatiand. Over this refine-
ment (X'3) and the nextX 4) this reliance on the global saturation variable is removed
by merging these three events into a single event which doeslepend ornyj. The
purpose of this refinement is to finally “set up” this mergingdroviding versions of
the three events in which each event has the same guardstanbdexcluding those
guards which refer tg). The subsequent refinement then merges these three events i
a single event which does not rely gn

To do this, the set of processes are considered more cgrahdlthose which will
fail in each round are identified. The functidn(in contextX 3_ctx) maps each round
to the set of processes which fail in that round, and is definyeaixioms 1-4 in Fig. 8.



Axiom 1 gives the type of, and axiom 2 ensures that no process can fail in two separate
rounds. All processes i LT will fail (axiom 3), and no process fails in the saturation
round (axiom 4). The functiod may be any function that satisfies these axioms.

(1) d:1.t+1—P(FLT)

(2) Vi, k-i € dom(d) Ak € dom(d) Ai # k= d() N d(k) = &
(3) Vppe FLT = (Fi-i € dom(d) Ap € d(3))

(4) dj) =2

(5) dead:1.t+2—P(FLT)

(6) dead(l) =g

(7) Vi-i € dom(dead) Ai > 2= dead(i) = union(d[(1.. (i—1))])

Fig. 8. The axiomatic definition offl anddead in contextX3_ctx.

The helper functioread is defined using in axioms 5—7 in Fig. 8. For each round
dead returns all the processes that have failed prior to the sfahat round (axiom 7).
We assume that no processes fail before the start of the txe¢axiom 6).

The descriptions of the evenigesat, saturation, postsat differ only by their second
guard ¢ < j,r = j,r > j respectively). The definition gfresat is given in Fig. 9. The
guards distinguish three disjoint sets of processes, diépgon whether they will work
correctly throughout that round, will fail at some point ohgr the round, or have failed
already.

For the first two sets the guards give an upper and lower bonldeonew informa-
tion that can be received in a round. All working processesl s:nd receive to them-
selves. Since the processes which fail before rauade given bydead(r), processes
working at the start of a roundare given byCORRU (F LT\ dead(r)). The processes
working correctly at the end of roundare given byCORR U (FLT \ dead(r + 1)).

Guard 5 ofpresat states that the most information a process which works fer th
whole round may learn ignion(W[CORR U (FLT \ dead(r))]). In this case all
processes inl(r) transmit all messages before failing. Guard 6 states tleatetast
information a process working for the whole round will regeis everything known
by any process which survives the round. In this case allgg®es ini(r) fail before
sending any messages. Processes which have failed baforeuhd and are no longer
communicating will learn nothing in this round (guard 7).4Bdi 8 states that processes
in d(r) may learn as much as the processes which continue to furadioectly for the
whole round. In the worst case, they will fail before receiyiany information (guard
9). As previously, the new value fé¥ is identified asv (guard 10). Apart from guard
1, these guards are now identical for each of the three rouvente

The invariant oni¥ can now be strengthened, and is given below. It states that
every process still operating after the saturation rourdnie nothing new after the
saturation round. The common information known at the s#itum round is given by
union(W[CORR U (FLT \ dead(5))])-



presat

refines presat

any w,new Where
) r<j
) T <t4+2
) weP—(P+YV)
) newé€P— (P-+V)
) Vp-p€e CORRU (FLT \ dead(r + 1)) =

new(p) C union(W[CORR U (FLT \ dead(r))])
(6) Vp-p € CORRU (FLT \ dead(r +1)) =
union(W[(CORR U (FLT \ dead(r + 1)))]) C new(p)

7) Vp-p € dead(r) = new(p) = @
8) Vp-p € d(r) = new(p) C union(W[CORR U (FLT \ dead(r))])
9) Vp-w(p) = W(p) U new(p)
n

Fig. 9. The evenpresat in X 3.

Vp-r € dom(dead) N\p € CORRU (FLT \ dead(r)) A7 > j =
W(p) = union(W[CORR U (FLT \ dead(j))])

4.5 Refining out the saturation assumption:X 4

In this refinement, théoodset event remains unchanged and the three evametst,
saturation andpostsat aremergedinto the single evenbund (Fig. 10). To perform the
merging, it must be shown that the concrete guardswid imply the disjunction of
the guards of the merged events. The guardswfd are identical to the guards of the
three events in the previous refinement, except that thendemuoard has been removed,
so the proof reduces to proving the trivial theoremt j v r =35V r > j.

This round event is now a sufficiently detailed descriptida single round of the
algorithm to allow an implementation to be developed andssitde implementation is
shown in the next section.

4.6 Implementing the round event: X 5

The round event provides a global specification of the dediehaviour of Floodset at
each round. The purpose of this refinement is to define thébeteviour of individual
processes. A message passing network model is also indduc



round
refines presat, saturation, postsat
any new,w Where
) r<t+2
2) weP—(P+V)
(3) newe P—(P+YV)
(4) Vpp € CORRU (FLT \ dead(r +1)) =
new(p) C union(W[CORR U (FLT \ dead(r))])
(5) Vp-p€ CORRU (FLT \ dead(r + 1)) =
union(W[(CORR U (FLT \ dead(r + 1)))]) C new(p)
(6) Vp-p € dead(r) = new(p) = @
(7) Vp-ped(r)=new(p) C union(W[CORR U (FLT \ dead(r))])
(8) Vp-w(p) = W(p) U new(p)
en

Fig. 10. The eventound in X4.

A round is now split into three phasesnding, receiving, andrestarting. In the
sending phase messages are sent to the network middleware. leth@&ing phase
all the messages for each process are sent to that process:sttarting phase is used
to reset the state of processes after a round. The vapable records the phase of the
round.

The point at which a process fails is now identified more aately using the
variablesdie_in_send anddie_in_rec. No process sends or receives messages in the
restarting phase, so a process which fails duringstarting may be considered to
have failed during-eceiving, after all messages have been sent. The important axioms
are

Vi-i € 1..t+1 = die_in_send(i) N die_in_rec(i) =
Vi-i € 1..t+1 = die_in_send(i) U die_in_rec(i) = d(i)

The network middleware is given the variablev, wheremw(p) is the set of all
(process, value) pairs that have been sent to procgs# process records the pro-
cesses to which it has sent messages:as(p).

The sending phase consists of multiple occurrences of ¢had event (Fig. 11),
each parameterised by the sender)(@nd receivertp). The only processes unable to
send information in round are the ones which have already failed (givenibyd(r)),
so fr may be drawn from any other process (guard 3). Processestdoaintain a
record of their failed peers, so each process sends to &t pthcesses. It would also
be possible to design a “failure aware” algorithm in whichragess learns about and
records failed peers, and does not send to processes it krav@dailed. The end of the
sending phase is marked by a phase transition event (not given.)



send rec

any fr,to where any p where
1) r<t+2 (1) r<t+2
(2) phase = sending (2) p€ CORRU (FLT \ dead(r + 1))
(3) fre CORRU (FLT \ dead(r)) U die_in_rec(r)
(4) toeP (3) p ¢ received
(5) to ¢ sent(fr) (4) phase = receiving
then then
mw(to) := mw(to) U W(fr) received = received U {p}
sent(fr) := sent(fr) U {to} Wpart(p) := Wpart(p) U mw(p)
end end

Fig. 11.The eventsend andrec in X5.

In therec event (Fig. 11) one of the working processes receives ahitslgamated
information from the middleware in a single message. Thegsses which are working
at the start of theeceiving phase are given by the invariant

receiving C CORR U (FLT \ dead(r 4+ 1)) U die_in_rec(r)

and any of these processes may receive from the middlewaaed @). Those that will
fail during this round die_in_rec(r)) may or may not receive from the middleware
before they fail. Receiving processes are added to theesetved, which is local to
the middlewareW.part is a temporary variable, which contains the partially updat
view of W during thereceiving phase.

The end of thereceiving phase is marked by the evesrid_rec_phase in Fig. 12
which assigns the partial vieW.part to W, and refines the eventund from the pre-
vious refinement. It may fire once all working processes hageived messages from
the middleware (guard 3).

end_rec_phase
refines round
when
1) r<t+2
(2) phase = receiving
(3) (CORRU (FLT \ dead(r 4+ 1))) C received
then
W := W.part
r:=r+1
phase := restarting
end

Fig. 12. Theend_rec_phase event inX5.



A number of implementation issues remain open. In particelzents which mark
the end of the sending or receiving phase are global spefisa using global vari-
ables in the guards. The evesitd_rec_phase refers toreceived, which suggests that
processes have knowledge of the internal state of the nuddée In reality this re-
liance would be removed by implementing these events lpealtime-triggered events
on each processor. The functiothsinddead could be removed from the specification
using a description of an explicit fault injector in the netlw model.

5 Discussion and Conclusions

We have demonstrated the stepwise refinement in the develdmha well-known con-
sensus algorithm, Floodset. The initial, most abstractehoaptured the three generic
consensus properties in Sect. 2. The first two (agreemeniadidity) are demonstrated
by construction. They are captured in the initial abstractiet, and shown by refine-
ment to continue to hold at each step.

The third property, that all correct processes eventuahch a decision, may be
shown by demonstrating deadlock freeness — that each modalévelopment (apart
form the first) does not deadlock more often than its predere$hat is, the only exe-
cution paths permitted are those which eventually satisfynost abstract specification
in the refinement chain. In this development, the descripfaounds inX 1 is deliber-
ately more non-deterministic than necessary. The secdimgneent introduces no new
state, so all properties introduced X2 could have been introduced &i1. The more
restrictive invariants inX2 mean fewer execution paths, and therefore deadlock free-
dom cannot be proved at this step. However, this refinemeatiged out over two steps
to simplify the proofs involved at each stage. Terminatiaswherefore shown using
the ProB [12] model-checker. It was shown that the develaytrhas not introduced a
possible deadlock where tfieodset event cannot eventually occur. This was shown for
three processes with arbitrary initial state, by checkheytruth of the temporal logic
propositionF'[floodset] (eventually theloodset event occurs).

A good level of automatic proof{ 75%) is achieved, given the complexity of the
development. However the manual proof overhead is staltiradly high, and this may
lead away from the goal of reusable models and proofs.

A number of decision points were identified during the depeient. Each of these
is a potential point of branching, and so using this develepinas a basis for a branch-
ing taxonomy seems to be a promising approach. On the otinel; ttee manual proof
effort required by this work may be too high to be reused inencomplex devel-
opments. This work sought to provide a reuseable platfontHe development of
consensus algorithms with weaker failure and network n®dabl so the algorithm
transmits sets ofprocess, value) pairs, rather than just values. Refactoring the devel-
opment to use more simple datatypes may lead to improvetslef/@automatic proof,
and therefore improve the potential for reuse. A furthersfimlity is to split the final
refinement step to introduce the network model and the iddaliprocesses separately.

Floodset relies on the assumption that processes can dnby fstopping entirely.
Allowing Byzantine failures naturally leads to more comyédgorithms. An interesting
intermediate case is to allow only authenticated messagf@gebn processes. Further-



more, Floodset relies on a synchronous timing model and aaiad-based algorithm,
and the development here makes use of that structure. Algwideveloped for asyn-
shronous timing models are less structured, and develgpiciy models using stepwise
refinement is a more challenging task. We will investigates¢éhalternative network
and timing models using the Byzantine Generals algorithij §ihd the Paxos algo-
rithm [10].
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